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The Learning Cliff — 7ZH& 2 €11, 22 EHo|LC} of T E| A 017}

KEY INSIGHT AHO|H= 7o = Xt 2258 2F2 7o E EHO|CH — 1 7k 2 Kubernetes?F {2 CF.
CONTAINERS IN CONTAINERS IN
DEVELOPMENT PRODUCTION

Load Balancing

THE TEARNING CLIFF” Security
High Availability

Application Updates

Scaling up/down > Kubernetes

Repeatable Deployments

Replication

Scheduling

Containers Containers

Source : https://blogs.vmware.com/cloudnative/2018/01/23/containers-kubernetes-benefits/ “
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® ZiE|0|{2tEl OHEE|AHO|HE Kts52=

HHEE - AR - 22[ste
® "K8s" =K + (ubernete 82X} + s
® Go= 2 - Apache License 2.0

® | inux Foundation A5} CNCF7} 22|

® Google?| LiF =7 "Borg"0ilA Re4

O HiE-AF

QEALA SW

Qal.
=

"Kubernetes is open source — a contrast to Borg and Omega."

CNCF %|X Graduated T2NE

QE HHHA - @E C|X2l(github.com/kubernetes/community) - SIGs S L|E|7} 74| RHECE,

Source: ¥ WSX

t=(Slide 31-32) X714 - kubernetes.io

& "7} ot CNCF7t &

HEOR Z2[olr).

Portability (0]2]d)2] = 2IE{H|0]A

cloud-controller-manager
S2RE 2Ri(L4 LB-E5 AEZ|X|) T4t
VMware - GCP - AWS - Azure - OpenStack

CNI — Container Network Interface
ZE|0|L] L|ER(2 | H=3t
Calico - Flannel - Weave Net

CRI — Container Runtime Interface
ZiE|o| ] HEIR EE
containerd - CRI-O

BE QIHMO|A = £EF F3-

0| S

£E[X]

[o) X=2
Ls0e
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m Kubernetes = 22IE2| 7{4(0S)

off FHU|E| A1
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OfZa[H 0| M EEAA Kubernetes ofZ2|H 0] ZeEo[L
Node
( Kernel Kubernetes \
o 22| g2 Kube API
= Z2MA o 2 2| XA 22| X} ZAH| 0|4 cpu/Oi| 2 2 XHX| 22| K}
3l 2tz 2z 2AZEE e H
A EWY 3| System T AFEHZEA] E|
Hardware Cloud
Kéﬂ - Resource ‘A ’A® ‘A
)

Legacy Application

Cloud Native Application

Source: ¥2 w=Xt=(Slide 3) X4 - Linux/Kubernetes OF7|ElX RH|




B 1a2t 712 vs #El014 712

KEY INSIGHT AHIO|HE= AIAE OS Qi0| SAE IS 28

718t (Virtual Machine)

St — JeiA 74,

App App App
Bins / Libs Bins / Libs Bins / Libs
Guest OS Guest OS Guest OS

(HH| OS =)

Host OS

(TH| OS =) (TH| OS =)

Infrastructure (Hardware)

(=)
FHE - 78 8-

Low Overhead — 52 2Hd|=

Source: Y& WSXIZ(Slide 4-12) XH7A

Run Anywhere — O{C|A{L} A!3H

off RH{H|E|A0I7}

=10, O ALt

ZiE|o]L{ (Container)

L2E| A =L

App App App

Bins / Libs

Container Runtime (containerd / Docker)

Host OS — 4 3&

Bins / Libs Bins / Libs

Infrastructure (Hardware)

ME - FA 7IS - 712 SR

R

Consistent Runtime —
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KEY INSIGHT 1004 AZF T2HMO||A HH|O|HE 2F3H A& — 1 X[Al0] cgroups?t KubernetesZ S7H=|ACE.

Google2| 7 Hial

2021+

o= MHE[= 70| =
® Gmail - 4 - X|= - YouTube — 2 E H|ZEO0| ZAE|0|L{0f|AM A&t » ,
Billions of containers / week
® MapReduce - GFS - Colossus S W5 A|ABIE ZE|O[L] 7|t
® Google Compute Engine 7t HAIT ZiE|0[L Q|0|A SEt 1 0+

® i 202 7 OJ40| OIS - 7t m2 e

HRLIEIO| X|AE 37

"0| M2 XA BULCE THH0]

cgroups 7|s& Linux {20l 7| (Z4E[0|L] H2|2| ELH)
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LR =3 MAE QEAA Kubernetes T2HEZ Z7H A =8 4 AUA Lt
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— Google Cloud, Containers

OC A 1R LtMOOBR

Source: cloud.google.com/containers - & WEXtZ(Slide 5-6)
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u Kubernetes History
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2008 2014 2015
cgroups Kubernetes CNCF Z4d
Linux 2.6.24 A GitHub 75! v1.0 22| -

He g Wired & CNCF 7|3

Source: CNCF - "Borg, Omega, and Kubernetes" - &2 WEXtZ(Slide 7)
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Source: & WSXtz(Slide 8) A4

Q Public Cloud

2|3 K8s: EKS - GKE - AKS

AWS - GCP - Azure
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Googlext 7AH|0[LH 2| HA}
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Deployment N
® ofSz[AHo| Mo hiet 2tRE = EF

® [|0|E|E RXIStH= + ME L (Persistent Volume) &2

2 ® L hof A| — 2 =2 Z4E0]L Xt
Zoff cHS T FOj Al — CHE =2 0|1 K]
el ® == Y A| — KW 2 (replica) & EE
s =hEE=A ® it} 571 Al — A2 0F2(Scale-out)
Scaling ® =&t ZiA Al — AAIY 2l(Scale-in)2E X+ 2|4

Ql=cf &l Xte| AHOlH & 22| Ol
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¢ =1 2u - YA TS - \ ZA Tolf che M2t
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"Hot= HE"E 7|&etTt

Desired State — A|AEI0| =&

Source: ¥& WEXtZ(Slide 10) 74 “
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Self-Healing

H|ZH 4 PodE XISt
XS2 = THAIZF W MBI,

2L Wiy
Load Balancing

L4-L7 ZH| gi0]
2TEQ0Z 23S FLtetrt.

Source: ¥& WAtz (Slide 11-36-37) Sg- 22
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g, XsEEsa
Auto Scaling (HPA)

Stofl k2t Pod- =
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Scheduling

CPU-0Z22|E 21 #|X
L-C0j| AE|0|LAE HHXISHTY.
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Service Discovery
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Persistent Volume
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ot NS - HHE - 55 - AAIFYE XS — A= "FAS" Hol=A|

£ Hrilo|=
Rolling Update
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ZH|0|L{te| O|R= 7H&fstol O|Ret 2Tt — J2[1 22RE UH|O[E|EZ 713 efdat 9

Containerized

ZH[0|LH=te] O]

Cloud Native

Monolithic App

Language Runtimes

System Software

Physical / Virtual Server

27 - M

OR
I

Low Overhead

Source: & WEXtZ(Slide 12) 74

App App
Bins/Libs Bins/Libs

Container Runtime
Host OS / Kernel

OfALY - Uty

>

Run Anywhere

>

Microservice Microservice

Kubernetes @A AER|0|M

Container Runtime

Host OS / Kernel / Cloud Infrastructure

xS

Jiok

X+ . S| EEIM

[ N =]

Consistent Runtime
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Lib2.1 - RHEL 7.4 Lib2.1 - RHEL 7.4 Lib2.1 - RHEL 7.4 Lib2.1 - RHEL 7.4
ARt A|-SHIA =X (2002
24 200 £ — AL R drift
Server A Server B Server C Server D
Java 1.7.9 Java 1.7.2 Java 1.7.5 Java 1.7.1
Lib 2.1 - +hotfix Lib 2.4 - RHEL 7.6 Lib 2.1 - patch3 Lib2.0 - RHEL 7.4
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m A|Zt A|ZF — Containers vs. VMs
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B srustel zisoly MNE )@ o o

ZiEfolfsiel ol SUBHHW Oflf 7hAtst | ZAEfO|A Tt 2.5 &S — A= Zat

7HALS} Zig| 0] L
EEUAAEA EEUQAAEHA
HHE KO- sY H/W 7| &
7tk g Zgoj4 144
Guest OS - RHEL 7.7 (1Core / 4G) x 4 Guest0S S —SAEFE ZH
Red Hat Virtualization 4.4 Container Runtime
Red Hat Enterprise Linux 7.7 (4Core / 16GB) Red Hat Enterprise Linux 7.7 (4Core / 16GB)

Source: ZiH|0|H 7| 1§ HH — S H/W AT M=% (4Core / 16GB) “



u Container Image /+= — 2{|0[0{2| X EERILTEY

Zig|o[L ojo|x]| Containerfile 20| 5tLt7} 2i[0]0f StLt — HHO| BtE= THd 377t 2 2[0[0| 27|
o[O|X| glo]of L= docker history <image>
=

Layer a486da044a3f CMD ["nginx" "-g"
In-sf E1 =8 23 228

Layer 3cb7f49c6bca EXPOSE 443/tcp 80/tcp 0B
IR Ul (A i 7.7 M8 Layer 42d2189f6cbe VOLUME [/var/cache/nginx] 0B
ENV / echo deb / apt-key 2.2 kB Layer 6dda3f3a8c05 In -sf /dev/stderr ... 11B

Layer 72b67c8ad0ca apt-get update && ... 7.695 MB
MAINTAINER / CMD bash 0B

Layer 97df1ddba09e echo "deb http://nginx..." 2218
Base Image — debian 125.2 MB .

Base 902bh87aaaec9 ADD file:eldd18493a... 125.2 MB

M2 ETE LSO e 3

Source: ZIH|0|L] 7|& 1€ 2 — nginx O|0|X| docker history £ 0f
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HL s Z2|= HIYAHO|A, KM@l &eh2 cgroup — F 78 7|50 Z4E|0|LH2| Ery

HAAHO|A — 2|laA S7HAHE] cgroup — XpH AHsh x|
Linux 2AE0 MEA 2E2lE 2|22 SUS UEE 7| ZENAE OS5t cru-H 22| 52 1EEE Mo
JI2Meoz At7| HYAHO|A FED HE Its 2006 Google AX|L|O] THX|Of| M S23H 7 E 2.6.24 &
AT 0] A 1 AT 0| TESES! fsys/fsfcaroup
O E Ol E Ol E
o 2 2| Cl2A3 10 CPU
2N T2 MNA TZNA
HES3A HES A HESS cgroupl cgroupl cgroupl
cgroup2 cgroup?2 cgroup?2
SAE QOS
AsHoz #4&H 22 A2 £d5 A0 &%
H/W cgroupfs 4= I Y A|AEIS OR E8}0] 0|8
O2E - -HERA Z2MA 5 A S¢tE 22

Source: ZiE|0|H 7|% 1 IH — HQUAHO|A - cgroup AIZE X “
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ZiE|o|L| Eot HPZ 50| £2|H oHE L oY — | 2 BZ0| X|AHofF MElst= -
Cloud Cloud
Cluster £ H| Z5t= S 2= AH[A2| 7| gt
Cluster
Container Cluster

Source: kubernetes.io/docs/concepts — 22t E |0|E|2 Eot4C B!

Container £ 22|-2 Pdi= 7AE|0| L] 2 A 2E2|O|F
QAAEH O|ME CYSE I QA TSk

Container
AEE TS Cluster Of| Al A | = 74H| 0| L
IE AMMZS ot 2to|Ee{2| =3t

Container Off =&l O Z2|#| 0| M

ZEf|ofL =t



u NIST SP 800-190 — ZiE{|0o]|{ 7|= =2H4 9|

= ZEf|ofL =t

ZE|o|L] Kot O|0|X| - HIX|AEZ| - Orchestrator - Container 4| 2| 2| — 0|=2 NIST EZ &AM
|
o[ O] x| Registry
e AHA FUYFE =X * YXAEEZete &4l D23}
e UL HE =3t e FEO| s o|O|X| MFE
e AME|S Qs o|OX| 2E e 0ZF.5Q0E5
| |
Orchestrator Container
® ZSHAH ALEXHO|A otk Hot 20 e HEY FAUFOZ QISH FELH
*  HOJ3H7|Y $E0| EBjL =7

* ZAHO|H0| a3k Hot 20

Source: NIST SP 800-190 Application Container Security Guide “
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KEY INSIGHT HHIO|E= HO{M = 20| OfL[2L, 2|1 MZ 2HE= 24 — "No upgrade needed."

—

HEM (Idempotency)

® Mt HiZE o= Eri
= I

o kltHE ¢I71| Akx-” =M 7|.h
[ ] 7I-8II-O-IQ E.HJOE = o =1 o= (=)
HZSIX| ot olmal mi2icte FesES o
27t gt S5t
@ o|mzl 3tA HAHO| A9
P ?:.*E‘||0|E='::é01&7|7f0ﬂ—|3f |_—E-|'2._|'o Hn_:ioolTl'l’JD
He|n M2 ¢tE= A f(f(x)) = f(x)
SHH MEE| M= 2K 9l0| I} ® MHE T 7i320| fX|
"No Upgrade Needed"
® _, StAM =QIst ZHDpJ HEHE|0] Configuration Drift 212
® Disposable Components HS5H0| dEigtt

0| Me HYoll M oY
— 2HIE H7| kst Fda

"Trash Your Servers and Burn Your Code"

AI0|E7F HRTIIR? M A|ARS TS0 0| A2 HE|M|Q. M HE BiEE ORIEX] — M MHE SHEL S M-Sk K.
— Chad Fowler, 2013 (Immutable Deployments)

Source: chadfowler.com/2013/06/23/immutable-deployments.html - &£ W SXt=(Slide 19-20) “
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| KEY INSIGHT =H QI T2t= MHE '7IE"ME CHECH — OfZ™ X[ = A| OfL[2, WH|SHCE,

Mutable - Legacy

o o7t FOU 2 — CreEte Wy

—_

"2EXH, OFEl AHE =
OHXIZX| 7|11 AlXItR?"

"Q2| A 0|BE? T 0f Yokt DYHEHR."
"7t ket O M £ 2.

4 Cattle — 7=

HS(Ef3)E 22|t (node-a1b2, node-c3d4...)

ZH7F A7 [H DX|X| 0 wA[etCt -

TK|X| 23, mA[stat $ I
- DE MH7H Y - 7S s
- WH7L 2 23 -zt KR ECh

» Kubernetes®| Pod7} HEZ Of g4l

Immutable - Cloud

Source: & WSXIZ(Slide 21-28) {74 - "Pets vs Cattle" (Bill Baker)
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Mutable — In-Place &13gjjo|E
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Mo

THEE (reboot)
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x Downtime (AMH|A &

g Sl Mol SSH &%

OiE2[A0]: FX| (stop)

repo C|O|E - 2to|E2{2| ¥I3|0|=

HIAE - C|H - OHE2|AHI0|M W7 =

&) x Configuration Drift

x ¥ £ x i A| 2 01

o M HF 2O Z Golden Image 2=
O|O|X| HIAE - C|H (HHZE )
M O|O|X|2 Al MH HHZE

E2jEE M M= et

O|™ MH m|7| (Disposable)

I—I‘h 7'|

v Zero Downtime v Drift /=
v ZA| Zt84(0|H o|0|X]) v T 7ts

Source: ¥ WSX
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m In-place Server Upgrade 26 olmaL o2yt

KEY INSIGHT In-place 2 12{|0|E&= MHE AH™ 0 X|= HA — 20| 2 E|= S CHREFROf H ST

Mutable Infrastructure
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App Server App Server
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Red Hat Enterprise Linux . Red Hat Enterprise Linux
downtime
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'
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App Server App Server App_Server App Server App Server

Java 1.7 Java 1.7 Java 1.7 Java 1.7 Java 1.7

-~
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Libraries Libraries Libraries Libraries Libraries

Red Hat Enterprise Linux Red Hat Enterprise Linux Red Hat Enterprise Linux Red Hat Enterprise Linux Red Hat Enterprise Linux

Source: & WEXIZ X714 - In-place Server Upgrade

Time
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| KEY INSIGHT AHZ DXIX| QA ME{2 ST 2 DR|BHCH— CH2EFY §10|(Zero Downtime) @12 0| E7} 7H53tCt.
Immutable Infrastructure N . - N
( Replace) = = e

App Server App Server

Red Hat Enterprise Linux . Red Hat Enterprise Linux
Zero downtime

S -
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